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Methodology

Data was collected from 2,035 respondents via an online survey. The data
collected was weighted against the demographics of Singapore’s general
population by gender, race and age.

Chart A
Where the option is available, do you have 2FA enabled for your online
accounts?
m EN
Not sure
79% "o
66% Yes (some/all accounts)
2016 2017

Base (n): 2016: N=2000; 2017: 2035 — Single answer

Chart B

Do you conduct a virus scan on the downloaded files / external devices
before opening / using them?

B No mYes

(Question & Variable Labels
based off from 2016 version)
Base: Respondents who use
cloud storage or external
devices - 2016: N=1805 | 2017:
N=1796

2016 2017



Chart C

How do you download mobile applications?

| use the official App store (Google Play Store/ 83%
Apple App Store) to download the applications 90% f
| download the software through other open or 23%
online sources 17% ‘
Not sure
m 2016
m 2017
Respondents may choose more than one option
Base (n): 2016: N=1903 ; 2017: N=1940
Chart D
% of Respondents who said Yes to:
33y 34%
29% 30%
20% 24% 24% 25%
I I I I I 1
Share password Store password on PC/ Store login credentials  Same password for Store your passwords
write down on web browser work and personal using a password
accounts manager

w2016 m=2017

Base (n): 2016: N=2000 ; 2017: N=2035



Chart E

How often do you change your passwords for the following accounts?

Frequency of updating password by Account types

2016 2017 2016 2017 2016 2017 2016 2017 201e 2017 2016 2017

Personal Email Work Email iBanking Social Media Online shopping Cloud based
accounts accounts accounts accounts accounts services

W Not Applicable m Never ® Only when system prompts  ® Less often than every 6 months + Once every 4 to 6 months + Once every 3 months or less

Base (n): 2016: N=2000 ; 2017: N=2035



Chart F

What do you normally do when a software update is available for your home
computer?

| accept the update 45%
¥ Accept the update

later

¥ Automatic updates

25%

W Wait for reviews

W | check with family
and friends

B | do not update

Base (n): Respondents who have a computer at home —2017: N=1934

Chart G

What do you normally do when an update is available for your mobile
devices?

56%

Accept Update

B Accept the update
later
W Automatic updates

B Wait for reviews

m | check with family 22%
and friends
B | do not update

9%
6%
4% 3%

Base (n): Respondents who install any apps on mobile devices —2017: N=1940



Chart H

To what extent are you concerned about the following scenarios?
How likely do you think the following scenarios will happen to you?

81% 78% 4

714%
70% 70% }
65% |
0,

44% 44% 209 41%

I I 0
Level of concern Likelihood of happening Level of concern Likelihood of happening Level of concern Likelihood of happening

My computer / devices being infected by virus or My financial and/or personal information being Falling victim to an online scam or fraud

malware obtained by others without my consent

2016 W 2017

Level of concern — percent Moderately & Extremely concerned
Likelihood of happening — percent Somewhat & Extremely likely
Base (n): 2016: N=2000 ; 2017: N=2035

Chart |



Types of Security Information Respondents would like to see

General info / tips on cybersecurity _ 21%
Not sure / Don't know _ 21%
Privacy and data protection _ 19%
Recommendations for cybersecurity... _ 11%
News / warnings / alerts of latest... - 4%
Others - 4%
Platforms to receive info from . 2%

Help from Government I 1%

Base (n): Respondents who were unaware of cybersecurity messages in
2017: N=1107
Multiple answers — Answers do not add up to 100 percent




