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Does this sound familiar? The increased use of smartphones and other smart devices has made
life more convenient but there are also cybercrimes which we need to be aware of. So what are the
telltale signs and how can we protect ourselves against cyber threats? This handbook will arm you
with the information you need to navigate this bold new world.
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WHAT ARE CYBER THREATS?

As we go online more often to do banking or shopping at our own convenience, we are at
risk from cyber threats in the form of online scams and data theft.

WHAT IS PHISHING?

Phishing is a method used by cybercriminals to trick victims into giving out your personal
and financial information such as passwords, One-Time Passwords (0TPs) or bank account
numbers.

How to spot phishing attempts
(] [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED

From: SGSHOPPING <SGSHOPPING@S1231.NET> 1

Date: 11 April 2018, 12.42 AM

To: John Tan 2

Subject: [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED 3

Attached: | [@ Gift-Card-Redemption.exe (150kb) (4

Dear John,

5
Congratulations! We are pleased to inform you that you have won a $100 gift card for our monthly
lucky draw!

www.252749.co/d43IFk 1

Simply log on to www.sqshoppinq.cor&kor fill up the attached document with your
© NRICTEGErRESSBRAIBERKEEEOURTGRTAIR to claim your gift card. Failure to claim your prize Withifi24

3 hours will result in the permanent deactivation of your account.

w .pay?al.com] %

www.paypal.com I

VRGENT

Mismatched & Misleading Unexpected Emails Use of Urgent or
Information . Threatening Language
'_—_-""-I—l-
4 5 5100 \
OBANK
7012 r_
L
Suspicious Attachments Promise of Request for Confidential

Attractive Rewards Information
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M : SGSHOPPING <SGSHOPPING@S1231.NET> 1
BEA: 11 April 2018, 12.42 AM

B : John Tan 2

RAE: [E2ETEBILGETF, TN KEBRSE 3

M+ B Gift-Card-Redemption.exe (150kb) < 4

REMNE, 5
RELIFNELRSHUENEEZNENES T B FEHRED P, REMELI0THILAETR.

www.252749.co/d43IFk 1 .
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HOW TO SPOT PHISHING/ONLINE SCAMS

IMPERSONATION SCAMS

These criminals may call, SMS or WhatsApp you, pretending to be reputable organisations
such as a government agency or a bank. They may ask you to follow urgent instructions
in order to address some bank account or fake technical issues or provide personal

particulars for a non-existent offer.

e DO NOTE that government officials
will never demand immediate
payment online or instruct you
to transfer money to any local or
foreign bank account, or disallow
you from hanging up a call

e DO BE SUSPICIOUS if the message
is full of spelling errors and other
mistakes

¢ DO REFER to the list of trusted
government-related websites at
www.gov.sg/trusted-sites if the

link or email address does not have

“gov.sg” in them

TECH SUPPORT SCAM
These scammers may claim to be
officers from CSA or from a telco

investigating suspicious activity on

your network.

e DO NOT INSTALL any software
applications they ‘advise’ you to

e DO NOT DISCLOSE any personal or
financial details

BANKING-RELATED PHISHING SCAM

e DO NOT SHARE YOUR PASSWORDS
or one-time password (OTP) or
personal and banking information
with anyone

+65 2346 8978
-

All Singapore Citizens Entitled to ) o
withdraw $2000 Dollars a one time
payment from 1st April 20 due to
the sprerad of COVID-19; Noval
Coronavirus.

Read full article here on how to
make cliam: https:/bit.ly/2vvme6X

k 3.36AMJ

¢ DO NOT SEND MONEY to someone
you just met online

e BE WARY of incoming calls showing
a‘+’ sign if you are not expecting
calls. Local calls will not display the
'+ sign
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From: XYZ Bank

We have detected suspicious
activity in your account. Please
confirm device immediately,
follow this link XYZ-bank.-com/
sg/online-banking/?6512345678

If you or someone you know has received a phishing message,
call or email...

¢ IGNORE and delete it e DO NOT CLICK on any attachment or
link in the message

Should you receive an unsolicited advertisement or message to follow some
instructions urgently, do not panic. Call your family members or friends for
advice. Visit www.scamalert.sg for more info or call the Anti-Scam helpline

at 1800-722-6688 for scam-related advice. If you inadvertently clicked on it
and provided your personal and/or banking details, here’s what you should do
straight away:

e CHANGE THE PASSWORD FOR YOUR e MAKE A POLICE REPORT if any funds

BANKING ACCOUNT IMMEDIATELY, are missing
including all other accounts using this
password e USE AN ANTI-VIRUS SOFTWARE to
scan your system
e ALERT YOUR BANK if you revealed
credit card details e GO TO CSA’S SingCERT WEBPAGE
www.csa.gov.sg/singcert/reporting
e MONITOR YOUR ACCOUNT for if you wish to submit an incident
unauthorised withdrawals or report

purchases
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Save up to 70% at Almost
Every Store In Singapore
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Congratulations!
You've unlocked a $300
voucher! Click here to
claim your prize!

WOW! T AM
SO LuCKY
TODAY!

JOIN SENIOR ADVANTAGE

Here are just a few of the many places
members can save at:

0 ? FairPrice

N

ONLINE SCAMS

E-COMMERCE SCAM

Using huge discounts and offers, these
scammers will insist on immediate payment
or bank transfers before delivery. Once

they have received the money, they will be
uncontactable.

What can you do?

e DO PURCHASE only from reputable
sites

e DO PAY through the shopping
platform. This way, the seller receives
payment only after you receive your
goods

e DO BE ON YOUR GUARD always, and
rethink the purchase if the deal is too
good to be true

SOCIAL MEDIA
IMPERSONATION SCAM

Scammers may also pretend to be your
friends, family or colleagues and contact
you on social media, asking for your
personal details or OTPs sent to you ‘by
mistake’.

What can you do?

e DO NOT SHARE personal or banking
information or OTPs with anyone,
including family or close friends

e BEWARE of unusual requests or offers
from anyone, including family or close
friends
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KEEP TABS ON YOUR ONLINE ACCOUNT

How can you protect your online
accounts?

e DO CREATE PASSWORDS that are
unique to you. Have at least 12
characters. Use words that relate to a
memory to you to form a phrase.

E.g. IhadKAYAtoastAT8AM!

e DO USE uppercase and lowercase
letters, numbers and symbols

e DO ENABLE TWO-FACTOR
AUTHENTICATION (2FA) where
available. Besides internet banking,
2FA is available for social media, email,
shopping, and government accounts

OH DEAR,

T THINK MY
ACCOUNT HAS
BEEN HACKED!
WHAT SHOULD

1D0?

What should you do if you think you
have been hacked?

e If you still have access to your
account, DO LOG OUT OF THIS
ACCOUNT FROM ALL DEVICES
connected to this account

e CHANGE YOUR PASSWORD
IMMEDIATELY and enable 2FA if
available

e If you do not have access to your
account, DO CONTACT THE PLATFORM
e.g. bank or social media platform,
to report the issue and request
assistance to retrieve your account

e REPORT any fraudulent credit/debit
card charges to your bank and cancel
your card immediately. If monetary
loss is involved, MAKE A POLICE
REPORT at the nearest Neighbourhood
Police Centre or Neighbourhood
Police Post or online at
https://eservices.police.gov.sg

e Should your account be compromised,
your impersonator could reach out to
your contacts. DO WARN YOUR FAMILY
AND FRIENDS to ignore any request
and not to share their personal details

ACTIVITY

Want to find out if a password
is strong? Use the Password
Checker to find out now!
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MALWARE. WHAT EXACTLY IS IT?

Malware is a type of software that infects your computer and mobile devices.
They can do much damage, including stealing, corrupting and even deleting your data.

How can you protect your devices from Malware?

e DO DOWNLOAD AN ANTI-VIRUS APP
from official app stores to protect your
device

e DO UPDATE YOUR SOFTWARE regularly
and promptly to keep your device
safe. These updates will fix the weak
points in your device

e DO ENABLE AUTOMATIC UPDATES
over Wi-Fi, or schedule updates to
install overnight when your device is
pluggedin
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DON'T BE SCARED.
WITH OUR WE JUST HAVE TO YES. AND REMEMBER,

SMARTPHONES AND DO NOT SHARE YOUR
DEVICES, LIFE 1S 3&%";&‘&5&%@ PASSWORDS OR OTPS
MUCH EASIER, BUT WITH ANYONE. NOT
ALSO SCARIER OUR DEVICES AND EVEN ME, OKAY?
: ONLINE ACCOUNTS. - OKRY?
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For more information, sign up for the Ask the Cyber Experts Get more cyber
Series Webinars or visit CSA’s SG Cyber Safe Seniors tips at:
webpage or the Scam Alert webpage of the National Crime REMTIE
Prevention Council HHQRE:
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